
Know What's In Your Code and Secure 
Your Code's DNA

www.practical-devsecops.com

Guide to SBOMs and 
SBOMs Generation



Contents
Understanding Software Bill of Materials (SBOM)


The Critical Role of SBOMs in Software Supply Chain Security


SBOM Standards and Formats


Implementing SBOM Generation in Your Development Pipeline


Advanced SBOM Use Cases


Future Trends 


Key Takeaways



Guide to SBOMs and SBOMs Generation eBook

Introduction to 

SBOMs

Overview of SBOMs and SBOMS Generation

Imagine building with LEGO blocks. You'd want to know what pieces you're using, 
right? The same goes for software! When we build computer programs today, we 
need to know exactly what pieces are inside them to keep them safe.

Back in 2020, some bad guys snuck harmful code into a popular software called 
SolarWinds. This was like someone secretly replacing a few LEGO pieces in your 
set with broken ones. This taught us an important lesson: we need to keep better 
track of what goes into our software.

That's where a Software Bill of Materials (SBOM) comes in. Think of it like a recipe 
card that lists every ingredient in a meal. An SBOM tells us all the pieces that make 
up a computer program.

Why is this important? Well, just like a cook needs to check if any ingredients 
might make someone sick, companies need to check if any parts of their software 
might be unsafe. This helps them:

� Keep their programs secur�
� Follow safety rule�
� Avoid using risky pieces

In this guide, we'll show you how to create and use these "software recipe cards." 
Whether you build software, protect it, or run a business, knowing what's in your 
programs is super important. One broken piece could cause big problems!
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chapter 1

Understanding Software 
Bill of Materials

Think about building something with blocks. You'd want to know what each block 
is made of to make sure it's safe and strong, right? That's precisely what we need 
when making computer programs too!

Today, I want to tell you about something called a Software Bill of Materials, or 
SBOM for short. Think of it like a detailed shopping list or recipe, but for computer 
programs.

Just like you wouldn't want to live in a house built with mystery materials that 
might break, we would rather not use computer programs made with unknown 
pieces. These unknown pieces could cause problems or let bad guys sneak in.

An SBOM helps us keep track of every single piece that goes into making a 
program. It's like having a clear list of ingredients before you start cooking: you 
know exactly what you're working with!

Let's learn more about how this simple but powerful tool is making computer 
programs safer for everyone.
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What Exactly is an SBOM?

Now imagine if someone else made your sandwich, but you had no idea what they 
put in it. That could be dangerous, especially if you have food allergies!

That's where a Software Bill of Materials (SBOM) comes in. It's like a detailed lunch 
recipe that tells you everything that's in a computer program. It shows:

� All the pieces used to build it�
� Where these pieces came from�
� Which version of each piece was used�
� What rules come with using these pieces.

This idea isn't new. Car makers have been doing this for years. When they build 
cars, they keep careful lists of every part they use. They need to know where each 
part came from and how old it is.

As computer programs got bigger and more complicated, people realized they 
needed the same kind of list. Just like you want to know what's in your food, 
companies want to know what's in their software to keep it safe and working well.
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It's really that simple - an SBOM is just a clear list that tells you everything that 
went into making a program. This helps everyone understand exactly what they're 
using and keeps their computer systems safer.

The Evolution of SBOMs
SBOMs have an interesting history. In the early days, making computer programs 
was pretty simple. People wrote all the code themselves, like doing all your own 
work.

But things changed. Programs got bigger and more complex. Instead of writing 
everything from scratch, developers started using ready-made pieces of code 
from other people and companies. This saved time, but it created a new problem - 
keeping track of all these borrowed pieces.

Two big security concerns showed why this was dangerous. In 2014, a security 
flaw called Heart bleed was found in a widely used piece of code. Then in 2020, 
hackers sneaked bad code into a program called SolarWinds. Many companies 
used these programs but didn't know all the pieces inside them. This made 
resolving the issues really hard.

These events taught everyone an important lesson: you need to know exactly 
what's in your software to keep it safe. Just like having a list of ingredients in food, 
companies now need a list of all code pieces in their programs. This is why 
SBOMs became so significant - they help everyone track and address problems 
quickly.
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Building Blocks of an SBOM
SBOMs have an interesting history. In the early days, making computer programs 
was pretty simple. People wrote all the code themselves, like doing all your own 
work.

An SBOM has three main parts that tell us what's in a computer program:

Component Names and IDs Every piece of code gets its own special ID. This 
includes�

� The name of the code piec�
� Who made i�
� Which version it i�
� A special code (called a hash) that proves its real

How Pieces Work Together Some pieces of code need other pieces to work 
properly.

The SBOM shows which pieces depend on others. For example, if piece A needs 
piece B to work, the SBOM tells us that.

Version Numbers Programs often get updated to fix problems or add new 
features. The SBOM keeps track of which version of each piece you're using.  
This helps you know if you need to update anything to stay safe and working well.

When you put all these parts together, you get a clear picture of everything that 
makes up your program. This makes it much easier to keep your software safe and 
working properly.

www.practical-devsecops.com 5



Guide to SBOMs and SBOMs Generation eBook

Why SBOMs Matter for Security?
SBOMs help you spot problems fast. Let's say someone finds a security problem in 
a piece of code that many programs use. Here's what happens:

With an SBOM:

Component Names and IDs Every piece of code gets its own special ID. This 
includes�

� You can quickly check if your program uses that piece of cod�
� You can see exactly where it's being use�
� You can fix the problem right away

Without an SBOM:

� You have to search through all your code by han�
� It could take days or weeks to find the proble�
� Your program stays unsafe while you're searching                       

It's that simple - SBOMs help you find and fix problems quickly. This keeps your 
software safe and saves a lot of time. Instead of hunting through your code like 
finding a needle in a haystack, you have a clear map showing exactly where 
everything is.

The Role of Metadata
An SBOM does more than just list what's in your program - it tells you important 
details about each piece. Let's break down what these details are and why they 
matter:

Each piece of code in your SBOM comes with extra information that tells you:

� If it has any known security problem�
� What rules you need to follow when using i�
� When will it stop getting updates�
� How safe it is to use
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This information helps companies in simple but important ways:

� When there's a security problem, they can quickly see if they're in danger.  
No more guessing or worrying�

� They can make sure they're following all the rules about using other people's 
code. This keeps them out of trouble�

� They know when they need to replace old code that won't get updates 
anymore. This helps prevent future problems�

� They can make better choices about what code to use in their programs.  
This keeps their software safer and stronger�

� SBOMs are becoming more important every day because our computer 
programs share so many pieces. Knowing exactly what's in your software,  
and understanding each piece, helps keep everything running safely and 
smoothly�

� Think of it this way: if you know what's in your program and understand each 
piece, you can take better care of it and fix problems faster. That's what  
SBOMs help you do.
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Role of SBOMs in 
Software Supply Chain 
Security

In 2020, something bad happened in the software world. A popular program 
called SolarWinds Orion, which many companies used, had a serious problem. 
Bad guys had secretly added harmful code to it. When companies installed 
regular updates, they also got this harmful code without knowing it.

This caused big problems for thousands of companies. But here's the interesting 
part: companies that kept good lists of their software (SBOMs) handled the crisis 
much better.

These companies could:

� Quickly check if they were using the affected progra�
� Find every place where they had installed i�
� Take fast action to protect themselves

Companies without SBOMs had a much harder time. Many spent weeks trying to 
figure out if they were in danger. During this time, the harmful code could have 
caused damage to their systems.

This event taught everyone an important lesson: you need to know exactly what's 
in your software. It's like having a detailed map of your house - when something 
goes wrong, you know exactly where to look and what to fix.

This real example shows why keeping track of your software pieces with SBOMs is 
no longer optional - it's necessary to stay safe in today's connected world.
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Strengthening Your Security Posture
An SBOM helps you find security problems in your software quickly. It's like having 
a list that tells you exactly where to look when something goes wrong.

Here's a real example from 2021: A security problem called Log4Shell was found 
in a popular piece of code. Companies with SBOMs found the problem in their 
systems within hours. But companies without SBOMs took weeks to search 
through their code by hand.

SBOMs also help you decide which problems to fix first. They show you:

� Where each piece of code sits in your progra�
� If bad guys can easily reach i�
� What kind of important information it handle�
� If fixes are available

Finding problems fast is important. The quicker you spot a problem, the faster you 
can fix it. This can stop small problems from becoming big ones.

Enhancing Incident Response
When something goes wrong with software, you need to fix it fast. SBOMs help 
you do this by quickly answering important questions:

� Which of your programs are in danger�
� What versions of the problem code are you using�
� Where exactly is the problem code in your programs?

Having these answers right away helps you fix things smart and fast. Instead of 
shutting down all your programs to be safe, you can focus on fixing just the parts 
that have problems.

Think of it like having a precise map when there's a problem. Instead of searching 
every room in a building, you know exactly which door to check. This saves time 
and causes less disruption to people using your programs. So SBOMs don't just 
help you find problems - they help you fix them in the best way possible.
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Meeting Regulatory Requirements
More and more countries are making rules about software safety. Let's look at 
what's happening:

In the United States, there's a new rule for companies that sell software to the 
government. These companies must provide SBOMs - lists that show everything in 
their software. This is like requiring food companies to list all ingredients on their 
packages.

This isn't just happening in the US. Other countries are making similar rules. This 
means:

� Companies need SBOMs to sell to governments�
� Many businesses won't buy software without an SBOM�
� More industries are starting to require SBOMs.

The message is clear: keeping good SBOMs isn't just a smart choice anymore - it's 
becoming necessary to do business. Companies that don't have SBOMs might 
lose customers or break new laws.

So if you work with software, start using SBOMs now. They're becoming as basic 
as having a business license.

Beyond Security: Operational Benefits
SBOMs do more than just keep software safe. They help companies work smarter 
in three main ways:

Managing Licenses When you use free, open-source code, you must follow 
certain rules. SBOMs make this easy by showing you:

� What code pieces you're usin�
� What rules come with each piec�
� If you're following all the rules correctly
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Planning Updates, Software pieces get old and need updates, just like anything 
else. SBOMs help you:

� See which pieces will need updates soo�
� Plan changes ahead of tim�
� Avoid rushing to fix sudden problems

Making Development Easier, SBOMs help programmers work better by:

� Finding the code pieces they need faste�
� Understanding how different pieces work togethe�
� Fixing problems more quickly

Here's a real example: One team of programmers started using SBOMs and found 
they could fix certain problems 60% faster than before. Instead of hunting 
through their code for hours, they could find and resolve issues in minutes.

By keeping track of everything in their software, companies can work faster, 
smarter, and with fewer problems.

In sophisticated supply chain attacks, this visibility isn't just valuable - it's essential 
for survival in the modern software ecosystem.
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chapter 3

SBOM Standards and 
Formats

Just like food labels all follow the same rules, we need standard ways to write 
SBOMs. This makes them easier to share and understand.

When different companies share their software lists, everyone needs to 
understand what they're looking at. Think of it like reading recipes - if everyone 
used different ways to write measurements or ingredients, it would be confusing!

Just like food labels all follow the same rules, we need standard ways to write 
SBOMs. This makes them easier to share and understand.

These companies could:

� Quickly check if they were using the affected program�
� Find every place where they had installed it�
� Take fast action to protect themselves.
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Different SBOM formats tell you the same basic things:

� What pieces are in the softwar�
� Who made each piec�
� Which version you're usin�
� How the pieces work together

The most popular formats are simple and clear. They help companies:

� Share information easil�
� Use different tools to read SBOM�
� Compare different programs quickl�
� Find problems faster

Here's a real example: A company that used lots of small, connected programs 
needed a good way to track everything. They chose CycloneDX because it could:

� Handle hundreds of connected piece�
� Show how all the pieces worked togethe�
� Keep track of security issue�
� Work with their cloud software

CycloneDX makes it easier to understand what's in modern software, especially 
when you're dealing with lots of connected pieces. It's like having a detailed map 
that works for both simple and complex software systems.

Having these standard formats means everyone speaks the same language when 
talking about what's in their software. This makes keeping track of software pieces 
much easier for everyone.
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Understanding SBOM Standards
CycloneDX: The Modern, Security-Focused Standard

� Finding the code pieces they need faste�
� Understanding how different pieces work togethe�
� Fixing problems more quickly

CycloneDX is a newer, smarter way to write SBOMs. It was made to handle today's 
more complex software needs, especially for keeping programs safe.

What makes CycloneDX special? It's built to:

In sophisticated supply chain attacks, this visibility isn't just valuable - it's essential 
for survival in the modern software ecosystem.

� Work well with modern software that runs in the clou�
� Track all the pieces in container programs (like shipping containers for 

software�
� Show security problems clearl�
� Keep track of where each piece came from

Here's a real example: A company that used lots of small, connected programs 
needed a good way to track everything. They chose CycloneDX because it could:

� Handle hundreds of connected piece�
� Show how all the pieces worked togethe�
� Keep track of security issue�
� Work with their cloud software

CycloneDX makes it easier to understand what's in modern software, especially 
when you're dealing with lots of connected pieces. It's like having a detailed map 
that works for both simple and complex software systems.
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SPDX: The Mature License-Focused 
Standard
SPDX is one of the oldest and most trusted ways to write SBOMs. It was created 
by the Linux Foundation, a group that helps manage free, open-source software.

What makes SPDX special? It's really good at�

� Keeping track of software rules and license�
� Managing free, open-source cod�
� Meeting government and industry standard�
� Working with other tools and systems

SPDX became so good at its job that it's now an official international standard. 
This means big companies and governments trust it.

Here's a real example: A big company needed to check if they were following all 
the rules for thousands of pieces of free software they were using. SPDX helped 
them:

� See all their software licenses in one plac�
� Check if different pieces could work together legall�
� Find and fix any rule-breaking problems quickly

SPDX is like having a legal expert who helps make sure you're following all the 
rules when using different pieces of software.

� Handle hundreds of connected piece�
� Show how all the pieces worked togethe�
� Keep track of security issue�
� Work with their cloud software
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SWID Tags: The Asset Management 
Approach
SWID tags are a special way to track software in big companies. They work 
differently from other SBOM types because they focus on keeping track of 
installed programs.

What SWID tags do best?

� Show what programs are installe�
� Tell you where programs are being use�
� Help track software license�
� Make it easier to manage lots of programs

But SWID tags have limits. They:

� Don't show all the small pieces inside program�
� Aren't used much in newer software developmen�
� Work better for tracking whole programs than their parts

Think of SWID tags as inventory labels for your software. They're great for knowing 
what programs you have and where they are, but they don't tell you much about 
what's inside each program.

SPDX is like having a legal expert who helps make sure you're following all the 
rules when using different pieces of software.

Big companies often use SWID tags when they need to�

� Count how many copies of a program they're usin�
� Make sure they have the right license�
� Keep track of where programs are installed
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Choosing the Right Standard
Think about what you need most before picking a format. Let's break down your 
choices:

Pick CycloneDX if you care most about:

� Keeping your software saf�
� Working with modern cloud program�
� Tracking security problem�
� Managing complex, connected systems

Choose SPDX if you mainly need to:

� Follow license rule�
� Work with open-source softwar�
� Meet strict industry rule�
� Share information with many other companies

Use SWID tags if you need to:

� Track what programs are installe�
� Manage software across a big compan�
� Keep count of program copie�
� Handle basic software inventory

Before making your choice, ask these questions:

� What tools does your team already use�
� What formats do other companies you work with use�
� What's common in your industry?

Pick the format that fits best with your needs and works well with your current 
tools and partners.
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Implementation Best Practices
Once you've chosen a standard, successful implementation requires careful 
planning and execution. Here's what I've found works best:

Quality Assurance in SBOM Generation

Making good SBOMs is like keeping any important record - you need to be careful 
and thorough. Here's how to d

Check Everything Automatically Use tools that:

� Make sure no important information is missin�
� Check if all the details are correc�
� Spot any mistakes quickly

Do Regular Reviews Look at your SBOMs often to:

� Make sure they match what's really in your program�
� Find anything that might be wron�
� Fix problems before they cause trouble

Keep Track of Changes Save each version of your SBOM so you can:

� See what changed over tim�
� Go back to older versions if neede�
� Know when and why things changed

Keep Watching Check your SBOMs all the time to:

� Make sure they stay complet�
� Catch any new problem�
� Keep everything up to date

Good SBOMs need constant care to stay useful. Taking these steps helps make 
sure your software lists stay accurate and helpful.
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Tool Integration Strategies
Make SBOM tools work with your other software tools. Here's how to do it step by 
step:


Build Programs Smarter

� Make SBOMs automatically when building program�
� Save time by not doing it by han�
� Get a new SBOM every time you update your code

Connect Safety Tools

� Link SBOM tools to security checker�
� Find problems automaticall�
� Get warnings about unsafe code right away

Track Everything Together

� Connect SBOMs to your program tracking tool�
� Keep all your records in one plac�
� Make it easy to find information when needed

Use Automatic Checking

� Check SBOMs every time you update your cod�
� Catch problems before they cause troubl�
� Keep quality high without extra work

Here's a real example: One company set up their tools to make and check SBOMs 
automatically whenever they updated their programs. This saved time and kept their 
records accurate without adding extra work for their team.

By connecting all these tools, you make SBOMs part of your normal work instead 
of an extra task.
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Future-Proofing Your Implementation
Make Your System Flexible

� Use tools that work with different SBOM type�
� Be ready to change as new rules come ou�
� Keep your options open for the future

Stay Up to Date

� Follow news about SBOM standard�
� Learn about new ways to use SBOM�
� Talk to other people using SBOMs

Check and Update Often

� Look at how your SBOM system is workin�
� Fix things that could work bette�
� Add new features when needed

Write Everything Down

� Keep notes about how your system work�
� Write down why you made certain choice�
� Make it easy for others to understand your setup

Looking Ahead, SBOMs are changing as software gets more complex. New 
rules will come, especially for:

� Programs that run in the clou�
� Keeping software supply chains saf�
� Better ways to track program pieces

The key is to build a system that can grow and change. This helps you keep your 
software safe and well-managed, regardless of what changes come in the future.

By following these steps, you can keep your SBOM system useful for years to 
come.
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chapter 4

Implementing SBOM 
Generation in Your 
Development Pipeline

Getting started with SBOMs needs careful planning. Start small with one project, 
then grow slowly. Add SBOM tools to your building process so they work 
automatically when you update code.

Train your team to understand and use SBOMs correctly. Show them how these 
tools catch problems early and keep software safe. Watch how things work and fix 
any issues you find.
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Many companies have added SBOMs successfully by taking these simple steps. 
The goal is to make SBOMs feel natural in your work, not like an extra burden. 
Take your time and build the process right.

Understanding Generation Approaches
You can make lists of what's in your software in two ways. The first way is to write 
everything down by hand. This is like checking every piece one by one - it's slow 
and you might make mistakes.

The better way is to use special tools that make these lists for you. These tools find 
everything in your code quickly and make perfect lists. Every time you change 
your code, the tools update your lists right away. Most companies use these tools 
because they work better and help find problems faster.

Manual Generation: The Starting Point
Think of it like having a helper that writes down everything you add to your 
program, right when you add it. This is much better than trying to remember and 
write everything down later.

Here's a real story: A team of programmers tried making their lists by hand. They 
learned a lot about what goes into these lists, which was helpful. But they soon 
found out it was too hard to keep track of everything this way, especially when 
they had many different programs to check.

They learned an important lesson: making these lists by hand might work for small 
projects, but it's not a good way to handle bigger ones. This helped them 
understand why they needed tools to do the job automatically.
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Many companies have added SBOMs successfully by taking these simple steps. 
The goal is to make SBOMs feel natural in your work, not like an extra burden. 
Take your time and build the process right.

Automated Generation: The Goal
Tools that make SBOMs automatically are like smart helpers that watch your 
software. They keep track of every piece that goes into your programs without you 
having to check by hand.

� Look at how your SBOM system is workin�
� Fix things that could work bette�
� Add new features when needed

These tools make things better in simple ways:

� They make lists that always look the sam�
� They update lists right away when you change somethin�
� They don't make mistakes like people d�
� They can handle lots of programs at onc�
� They work well with other tools that keep your software safe

Think of it like having a helper that writes down everything you add to your 
program, right when you add it. This is much better than trying to remember and 
write everything down later.
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Most teams use these automatic tools because they make the job easier and do it 
better than people can.

Integrating with CI/CD Pipelines
The most effective place to generate SBOMs is within your CI/CD pipeline. Here's 
how this typically works:

# Example Jenkins Pipeline Stage 
stage('Generate SBOM') { 
    steps { 
        // Generate SBOM during build 
        sh 'cyclonedx-bom -o bom.xml' 
         
        // Validate SBOM content 
        sh 'sbom-validator bom.xml' 
         
        // Store SBOM with artifacts 
        archiveArtifacts 'bom.xml' 
         
        // Optional: Security scan using SBOM 
        sh 'dependency-check --sbom bom.xml' 
    } 
}

This integration ensures that every build produces an up-to-date SBOM. One 
organization I advised implemented this approach and discovered vulnerable 
components during the build process, before they reached production.
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Quality Control and Monitoring
Making SBOMs isn't enough - you need to check that they're right. Here's how to 
do this:

Check Everything Carefully, Make sure each SBOM:

� Has all the needed informatio�
� Is written the right wa�
� Lists all pieces of your progra�
� Shows how pieces work together

Keep Watching, Look at how well your tools are working by checking:

� If new SBOMs are being made correctl�
� If they include everything, they shoul�
� How quickly problems get fixe�
� If all your tools work well together

These checks help you catch and fix problems before they cause trouble. It's like 
having a second pair of eyes making sure everything is done right.

The key is to check your work often and fix any problems you find right away. This 
keeps your software lists accurate and useful.

Addressing Common Challenges
Let's tackle some challenges you're likely to encounter and their solutions:

Challenge 1: Incomplete Dependency Detection

Finding all the pieces in your software isn't easy because some are hidden deep 
inside. Use several tools together, since each one finds different things. Check 
every layer of your code carefully and compare what you find against known lists. 

This helps catch everything, even pieces connected through other pieces. It's like 
using multiple flashlights - each one helps you spot things the others might miss.
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Challenge 2: Performance Impact

Creating SBOMs can slow down your program building process. Here's how one 
team fixed this:

They made their tools work smarter by:

� Running SBOM creation at the same time as other task�
� Only checking new or changed piece�
� Setting up their tools in the best wa�
� Saving old results to use again

Think of it like packing boxes while others load the truck, instead of waiting to do 
one thing after another. This saves time and keeps everything moving quickly.

The team found these simple changes helped them make good SBOMs without 
slowing down their work. Instead of waiting longer to build their programs, they 
got everything done faster.

Challenge 3: Team Adoption

Starting with SBOMs is like learning any new skill - you get better over time. Here's 
a real story about how one company did it right:

A medical company started small. They first made SBOMs for just their most 
important programs. As they learned, they slowly did more:

� Added more programs to their lis�
� Started checking for security problems automaticall�
� Made sure they followed all the rules

They succeeded because they treated SBOMs as significant as writing code, not 
just something they had to do.

Here's what worked best�

� Start with small, simple step�
� Let tools do the hard wor�
� Build on what works wel�
� Focus on doing it right before doing it fast
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Maintenance Strategies
Maintaining SBOM generation capabilities requires ongoing attention:

Regular Tool Updates

� Keep generation tools curren�
� Update format specification�
� Maintain compatibility with security tools

Process Reviews

� Audit generation accurac�
� Review performance metric�
� Update procedures based on lessons learned

Continuous Improvement

� Gather team feedbac�
� Monitor industry trend�
� Implement new best practices

Starting with SBOMs is like learning any new skill - you get better over time. Here's 
a real story about how one company did it right:

A medical company started small. They first made SBOMs for just their most 
important programs. As they learned, they slowly did more:

� Added more programs to their lis�
� Started checking for security problems automaticall�
� Made sure they followed all the rules

They succeeded because they treated SBOMs as important as writing code, not 
just something they had to do.

Here's what worked best�

� Start with small, simple step�
� Let tools do the hard wor�
� Build on what works wel�
� Focus on doing it right before doing it fast
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chapter 5

Advanced SBOM Use 
Cases and Future 
Trends

SBOMs are getting smarter and doing more than just listing software parts. New 
tools help find problems early and fix them quickly. They can spot things people 
might miss and work together with other companies' tools. This makes building 
safe software easier for everyone. In the future, SBOMs will help us make better, 
safer programs faster than ever before.

Advanced SBOM Applications Today
Supply Chain Intelligence

Let me explain how companies use SBOM data in a simple way:

Think about how car companies use SBOMs to make better software. They look at 
data from thousands of software pieces to:

Find Weak Points

� See if too many programs depend on one piec�
� Know when a problem could affect many program�
� Fix risky connections before they cause trouble

Prevent Problems

� Spot when important pieces might run ou�
� Plan ahead for update�
� Have backup plans ready

www.practical-devsecops.com 28



Guide to SBOMs and SBOMs Generation eBook

Work with Better Suppliers

� Know which companies make the best cod�
� Pick suppliers who cause fewer problem�
� Build stronger partnerships

By looking at all this information together, companies can spot problems early and 
make smarter choices about the software they use. This helps them build safer, 
more reliable programs.

Automated Vulnerability Response

Modern SBOM tools work like automatic security guards for software. They watch 
programs all the time, find problems quickly, and fix small issues on their own. 
When they spot bigger problems, they tell people right away. This keeps software 
safe day and night, fixing issues as soon as they appear, instead of waiting for 
someone to find them.

Cloud-Native Integration

SBOMs are evolving to handle cloud-native complexity. Here's what's working:

� Real-time SBOM generation for ephemeral container�
� Integration with container registries for automated scannin�
� Dynamic updates as cloud resources scal�
� Kubernetes-aware SBOM tooling

Container Security

Container-specific SBOM usage includes�

� Layer-by-layer component analysi�
� Runtime verification against stored SBOM�
� Integration with container admission controller�
� Automated policy enforcement based on SBOM data
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Emerging Technologies and Trends
Machine Learning Applications

ML is transforming how we use SBOM data�

� Predictive vulnerability analysi�
� Anomaly detection in component usag�
� Automated component categorizatio�
� Risk scoring based on historical data

Blockchain Integration

Organizations are exploring blockchains for SBOM integrity�

� Immutable SBOM storag�
� Decentralized verification of component authenticit�
� Supply chain traceabilit�
� Automated compliance verification

Real-time Monitoring Evolution

Next-generation monitoring capabilities include:

� Continuous component verificatio�
� Dynamic risk assessmen�
� Automated dependency graph update�
� Integration with runtime application security

Looking Ahead: The Next Five Years
Standards Evolution

Expect significant developments in�

� Support for new software delivery model�
� Enhanced security metadat�
� Improved interoperabilit�
� Standardized risk scoring
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Industry Adoption

Watch for�

� Regulatory requirements expanding globall�
� Industry-specific SBOM framework�
� Automated compliance verificatio�
� Enhanced supply chain transparency

Technical Innovations

Emerging capabilities will include�

� AI-driven component analysi�
� Automated vulnerability remediatio�
� Dynamic trust scorin�
� Enhanced privacy controls

SBOMs are becoming more than just software lists - they're changing how we 
protect our programs. Start with simple SBOM tools and add more features as 
your team learns. Companies that use these tools well now will be better at 
handling future security problems. The key is to start simple and keep learning as 
the technology grows.
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Key Takeaways

� SBOMs are very important for keeping software safe. They tell us exactly what 
pieces make up a program, just like a recipe tells you what goes into a meal�

� To make good SBOMs, you need the right tools and rules. These tools should 
work on their own, making lists of software pieces without people having to do 
it by hand�

� There are special ways to write SBOMs, so everyone can understand them. 
Two popular ways are called CycloneDX and SPDX. These help different 
companies share information easily�

� SBOMs help find problems in software quickly. When something's wrong, you 
can see exactly where to fix it. They also help companies follow rules about 
keeping software safe�

� New and better ways to use SBOMs are coming. Smart computers will help 
spot problems before they happen. Tools will work faster and talk to each other 
better�

� It's important to keep SBOMs up to date. Just like you update your phone, 
SBOMs need updates to stay useful. This helps stop bad people from sneaking 
harmful code into programs�

� The future looks good for SBOMs. They'll get better at working on their own 
and finding problems faster. This will help everyone build safer, better software.
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